
Big Brother 
How HMOs stole our rigbt to  medicalprivacy 

BY K I P  S 

CONVICTED CHILD RAPIST LANDS A JOB 
at a Massachusetts hospital, gains access 
to hundreds of children’s records, and 
calls the children. A Florida state public 
health worker sends the names of 4,000 

HW-positive patients to two Florida newspapers. An 
anti-gay fanatic releases a Topeka, Kan. council- 
woman’s blood bank records, which show her blood 
has hepatitis antibodies. Information about the suicide 
attempt of a candidate for Congress from New York is 
leaked to The New York Post on the eve of a primary 
election. 

These stones are emblematic of an invasion of med- 
ical privacy that began roughly two decades ago and is 
now reaching catastrophic proportions. Patient records 
are now routinely shipped out of clinics, hospitals and 
pharmacies to HMOs, drug companies, drug benefit 
management companies, self-insured employers, 
researchers and government agencies. These rivers of 
patient data are being pooled into enormous comput- 
erized reservoirs of information all over the country. 

Two developments made this attack on medical 
privacy possible: computers and the spread of “man- 
aged care.” Before the advent of computers, patient 
records were kept on pieces of paper in doctors’ 
offices. Even today, most patient records exist on 
paper, not in the memories of computers. But that is 
changing rapidly as more and more clinics and hos- 
pitals automate their record-keeping. There’s no ques- 
tion that automation is helpful to both doctors and 
patients. Computerized records are more legible than 
handwritten notes; they’re easier to retrieve, and they 
help doctors remember to carry out a variety of use- 
ful tasks, including warning patients about harmful 
drug interactions. 

But the advent of computers alone cannot explain 
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why patient data are routinely being shipped out of 
clinics and hospitals to people over whom doctors and 
patients have no control. To paraphrase the National 
Rifle Association, computers don’t invade privacy, peo- 
ple do. Somebody has to decide that my computerized 
record cannot just sit unmolested at  my doctor’s office 
as my paper file did in olden days, but must be zapped 
across cyberspace to be viewed by third parties. The 
people who want to do this are the same people who 
promoted “managed competition” to the Clinton 
administration, and, when the Clinton bill failed, 
putshed HMOs to the top of the health care food chain 
anyway. These people are a motley bunch. They are 
executives of big businesses, HMOs, insurance com- 
panies like Blue Cross Blue Shield that have adopted 
HMO tactics, and hospital chains currying favor with 
HMOs, as well as politicians, pundits, and “experts” 
associated with universities and think tanks who ped- 
dle “competition” between HMOs as the solution to 
the health care crisis. 

These people did not ask Americans if we approved 
of a health-care system dominated by HMOs. Nor did 
they ask us if we wanted our medical records routine- 
ly examined by strangers. Polls indicate that if we had 
been asked, we would have responded with a loud “no? 
Polls taken in the early 1990s revealed that Americans 
rejected the proposition that H M O  rationing was 
essential to constraining health care inflation, and polls 
taken since the HMO coup in the mid-1990s indicate 
a sizable majority of Americans believe the new HMO- 
dominated system threatens quality of care. Experts 
agree. In 1996, the editors of the New EnglandJoumal 
of Medicine observed that “the quality of health care is 
now seriously threatened by our rapid shift to man- 
aged-care plans as the way to contain costs.” The few 
polls that have sought to assess American attitudes 
about the invasion of our medical records indicate that 
large majorities oppose consentless invasion of medical 
records. A TimeKNN poll, for example, found that 87 
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percent of respondents believe that their permission 
should be sought by anyone seeking to look at their 
medical files. 

The assault on medical privacy coincides with the 
HMO assault on the US. health care system for two 
reasons: (l) HMOs destroyed small, independent doc- 
tors and hospitals and provoked the creation of huge 
“integrated health systems” (corporations that house 
hospitals, clinics, and other providers under one roof); 
(2) HMOs cannot reduce medical services without 
access to patient medical records. 

The spread of HMOs has provoked a rush to vast- 
ness within the entire health industry. Merger madness 
struck the insurance sector first, and then the health 
provider sector. HMOs got big in order to force doc- 
tors and hospitals to give them cut-rate prices and more 
cooperation in cutting services that smaller HMOs 
and traditional insurers could not get. Reduced fees 
and prices and fewer services in turn allowed big 
HMOs to keep their premiums lower than smaller 
insurers, which attracted more business, which begat 
more power to extract cut-rate deals from health care 
providers, etc. Doctors and hospital administrators 
reacted to the growth of big HMOs by organizing 
themselves into the equivalent of provider unions. Hos- 
pitals formed huge hospital chains, and doctors either 
formed their own multi-clinic empires or, more com- 
monly, joined one of the hospital chains. This only 
provoked the HMOs to get bigger. And around the 
cycle went. The coagulation of the health system into 
huge HMOs and huge provider systems means com- 
puterized patient records are now loaded onto vast 
computer networks, not one- or two-computer systems 
housed in small offices. 

The HMO practice of routinely demanding patient 
medical records from doctors is also expanding the vast 
audience looking at patient records. HMO employees 
read patient records in order to perform “utilization 
review,” which refers to the HMO practice of review- 
ing, and often vetoing or altering, decisions by doctors. 
As the name of this practice suggests, the purpose of 
utilization review is nearly always cost control, not qual- 
ity control. With the exception of a half-dozen inex- 
pensive pmntive services, HMOs rarely perform what 
we might call “nonutilization review,” that is, review of 
a doctor’s refusal to perform a service. 

Believe it or not, Bill Clinton and leaders of both 
political parties propose to aggravate the conditions 
that have provoked the assault on patient privacy-the 
proliferation of huge computer systems loaded with 
patient data, and the HMO habit of reading patient 
files. Legislation proposed by both political parties in 

recent years would legalize the consentless review of 
patient files by a host of third parties, including HMOs 
and employers, and would make it easier for the bur- 
geoning computer networks to talk to each other. 

Bill Clinton was the first to propose legislation 
establishing a national patient data base. His 1993 uni- 
versal health insurance bill (the Health Security Act) 
would have set up a national patient information depot, 
and all providers would have been required to funnel 
patient records into it. The bill died in 1994, but the 
dream of a central information depot with cradle-to- 
grave medical records on all Americans lived on. A law 
enacted by Congress in 1996, the Health Insurance 
Portability and Accountability Act of 1996 (HIPAA), 
contains provisions which break down barriers between 
computer systems and which will, in effect, create a 
national database for patient records. HIPAA requires 
that Congress enact privacy protections by August 1999. 
If Congress fails to act by then, the recommendations 
of the Secretary of Health and Human Services regard- 
ing third-party access to patient records will become 
law. 

In September 1997, Donna Shalala, Clinton’s Sec- 
retary of HHS, appeared before the Senate Commit- 
tee on Labor and Human Resources to announce her 
recommendations- recommendations that will 
become law if Congress does not act. Shalala proposed 
to allow consentless access to patient files by various 
parties who need the files “for health purposes.” Sha- 
lala offered no definition of a “health purpose.” She 
merely offered a few examples of what a “health pur- 
pose” is not (reading employee files in order to make 
“hiring and firing” decisions was one). 

Republicans have been equally cavalier. Bills intro- 
duced by Republicans this year would authorize inva- 
sion of patient records by health care “entities” carry- 
ing out “health care operations.’’ S 881 and HR 448 
define “health care operations” to include a smorgas- 
bord of vaguely described activities, including “utiliza- 
tion review,” “coordinating health care,” and “conduct- 
ing quality assessment and improvement activities.” 
Similarly, S 578 says “health care operations” includes 
“utilization review,” “management functions of a health 
care provider or health plan,” and, for good measure, 
“services the Secretary [of HHS] determines appro- 
priate.” 

How do these anti-privacy politicians justify this 
assault on patient privacy, an assault that so clearly 
antagonizes the average citizen? It is difficult to say. 
Anti-privacy advocates typically offer only unsupport- 
ed, abstractly phrased assertions that the invasion of pri- 
vacy is necessary to achieve “cost containment,” “qual- 
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ity assurance,” “research,” and “the common good.” 
These claims are usually preceded by hosannas for the 
new HMO-dominated health care system. The fol- 
lowing statement by Secretary Shalala in her Septem- 
ber 1997 testimony is typical of the glib style of anti- 
privacy advocates: “Today, revolutions in our health 
care delivery system mean that instead of Marcus 
Welby we must place our trust in entire networks of 
insurers and health care professionals ... We cannot 
turn back the hands of progress or turn our backs on 
public responsibilities like research. . . . We must look 
ahead and balance our age-old right to be left alone 
with our desire to fulfill the promises of a new age in 
health care. ... Individuals’ claims to privacy must be 
balanced by their public responsibility to contribute to 
the common good, through use of their information 
for important, socially useful purposes? 

Lying beneath this cant is a bogus, unarticulated 
assumption, namely, that the “common good” has been 
served by the HMOs and “entire networks” that 
engulfed Marcus Welby. There is, however, little evi- 
dence that HMOs have saved money, and considerable 
evidence that if they have cut costs it has been at the 
expense of patients. Those who assert that HMOs 
save money usually cite the reduction in health care 
inflation that occurred between 1993 and 1996. It is 
true that the United States enjoyed a four-year lull in 
its health care inflation rate following the outbreak of 
merger madness in 1993. But it is not clear whether this 
lull was the typical temporary lull that follows a merg- 
er spree in any industry (oligopolists often keep their 
prices artificially low during a shake-out in order to 
seize market share quickly), or if it reflects a long-term 
reduction in health care inflation caused by the rapid 
metastasizing of HMO cost-control practices through- 
out the system. 

A substantial body of evidence indicates that qual- 
ity of care has declined since HMOs took over, which 
suggests that even if HMOs have cut health care infla- 
tion it was done on the backs of patients (for the evi- 
dence indicating HMOs are damaging quality of care 
for the elderly, see my article in the March issue of the 
Monthly). Even if you think the recent inflation lull 
was HMO-induced, and even if you think it was 
achieved without damage to quality, you must still 
explain why U.S. health care costs are double those of 
the rest of the industrialized world where insurance is 
universal and where HMOs do not dole out health 
care. Anti-privacy advocates rarely speak about other 
countries’ health care systems. 

The argument that patient privacy has to die on the 
altar of “quality assurance” is especially ironic. In the 

days of Marcus Welby, no one argued that it was up to 
health insurance companies to improve medical care by 
subjecting doctors to “quality assurance” reviews. “Qual- 
ity assurance,” a phrase borrowed from the manufac- 
turing industry, only came into vogue in medicine with 
the advent of HMOs. The reason is obvious: By plac- 
ing constant pressure on doctors to deny services, 
HMOs threaten quality of care; ergo, “quality assur- 
ance” is a good thing. 

This reasoning was first promoted by Dr. Paul Ell- 
wood, the man who invented the phrase “health main- 
tenance organization” and who convinced Richard 
Nixon to support the HMO Act of 1973, the law that 
subsidized the formation of the U.S. HMO industry. 
Ellwood recognized that HMO financial incentives 
for doctors put patients at risk of receiving inferior 
care. In private meetings with Nixon officials in 1970, 
and in a seminal article for the journal Medical Cure in 
1971, Ellwood argued that “competition” between 
HMOs would protect patients from inferior care, but 
only if “consumers” were given “performance reports” 
on HMOs which permitted consumers to distinguish 
the good from the bad. Thus, if HMO Ak performance 
report showed that more of its heart patients were 
dying than were patients of HMO B, A would lose 
market share, B would gain market share, and A would 
either clean up its act or go out of business. 

There are several reasons why Ellwood’s hope that 
“market forces” could protect patients from HMO 
abuse was doomed. One of the most significant is that 
HMO performance reports, now called “report cards,” 
will be ludicrously expensive to prepare and publish 
(despite three decades of talk about report cards, use- 
ful report cards still do not exist). The most significant 
expense will be incurred in the course of collecting 
patient medical records for all or a substantial portion 
of the services provided to all or a substantial portion 
of American patients. HMO report cards require access 
to patient records in order to ensure that H M O  
“grades” are comparable. A simple comparison, for 
example, of the mortality rate of HMO A5 heart sur- 
geons with those of HMO B is useless if the health sta- 
tus of the patients seen by the two HMOs is not equiv- 
alent. Who cares if HMO A has a higher mortality 
rate if all of its patients are 80-year old men with seri- 
oils comorbidities (e.g., cancer and depression) while all 
of HMO B’s patients are 60-year-old men with no 
comorbidities? 

Ellwood had an answer. In a 1988 article in the New 
EnglandJoumal of Medicine, Ellwood called for a “mas- 
sive, computerized data base” containing data on “mil- 
lions of patients” that would “routinely and systemati- 
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cally measure the functioning and well-being of 
patients.” Ellwood claimed that p o o h  patient data “on 
a massive scale” would not only reduce the cost of con- 
structing HMO report cards, but would advance med- 
ical science. The patient data that report-card pub- 
lishers would need would be readily available, and 
researchers could dip into this database at will and find 
out which treatments were working best. 

Ellwood’s argument that report cards, with or with- 
out a centralized database, can protect patients in a 
system dominated by HMOs is preposterous. It 
assumes that unnamed researchers can annually evalu- 
ate the quality of thousands of different health care 
services provided by a half million doctors and millions 
of other health care professionals working for 1,500 
insurance companies, that literate consumers (never 
mind the illiterate) have the time to read and the capac- 
ity to evaluate all these data, and that society can afford 
the cost of the information systems and research nec- 
essary to assemble and publish HMO report cards. 

But Ellwood’s vision of a national patient database 
did not provoke ridicule or outrage. Instead, it attract- 
ed powerful adherents in the world of politics and busi- 
ness. In 1992, a group of business executives, including 
vice-presidents of GE and Prudential, and conservative 
intellectuals assembled by Ellwood endorsed the call for 
a national patient database as a means to “hold HMOs 
accountable” for good health care. In 1993, Bill Clinton 
signed on as well. 

By 1995, when Republicans took control of Con- 
gress, it was apparent that Republican leaders had also 
subscribed to the Ellwood vision. William Thomas 
(R-Calif.), chairman of the House Ways and Means 
subcommittee on health, is an enthusiastic advocate of 
invading patient privacy to “assure” HMO quality. At 
a hearing in Minneapolis conducted in 1998 by the 
recently disbanded National Bipartisan Commission 
on the Future of Medicare, Thomas condemned Min- 
nesota’s new law (one of the few in the country) requir- 
ing patient consent before providers may release med- 
ical records to third parties. He claimed it made it 
difficult for HMOs to prepare “quality packages” that 
inform consumers about HMO quality. 

The argument that a centralized database, or even 
the large regional databases now being assembled by the 
health insurance industry, will enhance medical research 
has some merit, but not enough to warrant the destruc- 
tion of patient privacy. For the last 50 years, medical 
research has been advanced primarily by scientific 
experiments financed by taxpayers and private investors 
(typically pharmaceutical manufacturers; according to 
one study, HMOs devote only 0.3 percent of their rev- 

enues to research). The most reliable of these experi- 
ments use what is called “prospective” methodology, 
which means scientists decide prior to the experiment 
how to control for variables that could confound the 
results. Studies that examine patient records after 
treatment has been given are called “retrospective” 
studies. The methodologies of retrospective studies are 
usually not as reliable because numerous variables that 
could have influenced the results are not controlled. 
Most importantly, from the patient’s point of view, sci- 
entists conducting prospective experiments usually get 
patient consent. Anti-privacy advocates argue that get- 
ting patient consent would make using a national data- 
base more expensive. They are right. 

It is possible to roll back the assault on privacy, but 
it will require reforms that will outrage the HMOs. 
Restoring patient privacy will require eliminating the 
two conditions I spoke of at the outset-the prolifer- 
ation of huge provider networks that share patient files 
by computer, and the HMO habit of seizing patient 
files. To eliminate the enormous computer networks, 
we must return control of the health care system to the 
smaller-scale units that dominated prior to the ascen- 
dance of HMOs. We would, in other words, have to dis- 
solve the hospital and clinic chains into smaller, inde- 
pendent units. Patient records would still be held on 
computers, but the computers would no longer need 
to be linked to hundreds of other computers owned by 
one corporation. We could stop HMOs from com- 
mandeering patient files simply by passing a law requir- 
ing patient consent for any third party to see a med- 
ical record. 

Alternatively, we could set up a single-payer system 
in which one payer (the government) reimburses doc- 
tors and hospitals. Because insurance companies, 
including HMOs, would be out of the picture, and 
because the single-payer agency would control costs by 
setting limits on the price at which health services are 
sold, not by quarreling with doctors, the current insur- 
er practice of demanding patient files would disappear. 
Because patients could see any doctor they wished, 
patients would drift away from the sprawling provider 
networks evoked by the HMO juggernaut in favor of 
smaller clinics (research indicates that patients prefer 
smaller clinics). 

Either of these alternatives would go a long way 
toward creating the kind of health care system most 
Americans want: a system in which doctors and 
patients, not HMOs, make decisions about what ser- 
vices patients need, and in which patients can speak 
to doctors without fear of having their words plastered 
across cyberspace. 
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The Scandal of Special Ed 
It wastes money and hurts the poor 

majority of children ih special ed, she’s not blind or 
deaf or confined to a wheelchair; instead, she has had 
trouble learning to read. If dollars were education, 
Saundra would be in fine shape. D.C. pours almost a 
third of its total education budget into the 10 percent 
of its students who are special ed. In theory-or 
rather, in wealthy school districts-this money buys 
kids like Saundra all kinds of assistance: special tutor- 
ing sessions, a modified curriculum, specially trained 
therapists and consultants, even untimed tests. 

But Saundra wasn’t born in a wealthy suburb. So 
when she started having trouble in first grade, she was 
placed-like many kids in D.C.-into a dead-end 
classroom where she learned nothing. In her case, it 
was a class for the mentally retarded. It took six years 
for a teacher to notice that Saundra wasn’t retarded at 
all. Now she’s catching up, but probably not fast 
enough to attend college next year. ‘You can never 
make up for that lost time,” says one social worker 
who has helped Saundra. 

Twenty five years after the passage of the nation’s 
special ed law, the Individuals with Disabilites Edu- 
cation Act (IDEA), the real scandal is not simply that 
we spend too much to educate handicapped kids. It’s 
the inequity in the way the law is applied. At an esti- 
mated $35 billion a year, special education is like a 
huge regressive tax-helpful to those wealthy enough 
to take advantage of it, and often harmful to those who 
are not. 

Furthermore, poor children like Saundra who get 
shunted into dead-end classrooms aren’t the only vic- 
tims. In order to pay for special ed’s enormous, inef- 
fectual bureaucracy and skyrocketing enrollments, 
school districts are being forced to cheat their con- 

BY ROBERT WORTH 

F YOU’VE EVER WONDERED WHAT THE 
words “special education” mean, consider 
Saundra Lemons. A tall, gangly 19 year-old 
senior in a Washington D.C. public high 
school, she is quiet and attentive. Like the vast 

ventional students. Unlike general education, special 
ed is a federal mandate: School districts can be sued 
(and routinely are) for not providing every service 
parents think is appropriate for their disabled kids. It’s 
also massively underfunded. When IDEA was passed 
in 1975, the feds offered to pay up to 40 percent of the 
costs. They’ve averaged less than 10 percent ever since, 
and states don’t make up the difference. This is not the 
kind of program you can fund with bakesales. One 
southern California district has seen its special ed 
layouts grow from $3 million to almost $11 million in 
just the past three years. School districts face a painful 
choice: raise local property taxes or cut back on stu- 
dents. “We are cannibalizing our regular education 
budget,” says Joe Quick, an administrator in the Wis- 
consin public school system. “For the first time since 
1975, teachers are saying ‘why are those kids here?’ . . . 
it’s really starthg to drive a wedge between regular ed 
and special edl’ 

Republicans in Congress have pounced on this 
issue, declaring Clinton a hypocrite for announcing 
new school initiatives without promising to increase 
special education funding first. ‘“hat President Clin- 
ton isn’t saying about his new budget is how he has 
decided to . . . trim special education funding,” 
declared Rep. Bill Goodling (R-Pa.), a former teacher 
and superintendent and chair of the House Education 
and the Workforce Committee, in March. “The pres- 
ident decided not to provide funding for our most vul- 
nerable children,” added Senate Majority Leader Trent 
Lott. The irony here is delicious: The party that tried 
to abolish the Department of Education and slash the 
federal role in education has now become a cheer- 
leader for the most regulated and costly federal pro- 
gram under the sun. 

Democrats counter that their plan to hire 100,000 
new teachers will reduce the need for referrals to 
special ed in the first place. But neither party has 
even tried to reform special ed’s mountainous bureau- 
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